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Ssummary

SecurityScorecard engaged HackerOne to perform a HackerOne penetration test from October 01, 2024
to October 16, 2024. A list of specific assets in scope for the Pentest is listed in the Scope Assets table

below. This report is a reflection of the state of security across the application.

Scope Assets

The following assets formed the scope of the assessment:

Assets In Scope

https://platform-api.securityscorecard.io
External Network

https://platform.securityscorecard.io

Approach

A HackerOne pentest engagement follows a series of methodologies, checklists, and guidelines to
ensure a balance between consistent customer experience, coverage of testing, and depth of testing.
This engagement included testing to evaluate the assets for vulnerabilities included in the SANS Top 25
and OWASP Top 10. Using this combination of best practices and proprietary experience HackerOne is
confident that its penetration tests provide a thorough level of security assurance and an unbiased

assessment of the state of security for its customers.
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